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Executive Summary

This document provides an overview of complete GOFLEX integrated system. It contains re-
quirements for data acquisition, exchange protocols and dependency of systems. Interactions
between GOFLEX subsystems are described in textual and graphical way. D6.1 also provides
prosumer structuring method, as well as a high-level integration process. Since WP6 is respon-
sible for integration oversight, D6.1 also depicts demo case architecture for all three demon-
stration sites.

Document History

Ver- Date Status Author Comment

sion

0.1 19 Jan 2017 Draft Saso Brus First draft

0.2 15 Mar 2017 Draft Saso Brus Updated schematics, DOMS de-

scription

0.3 24 Mar 2017 Draft Saso Brus Added FOA-DOMS interface

1.0 01 Apr 2017 Draft Saso Brus Added data exchange table

1.1 09 Apr 2017 For internal SaSo Brus Added impact indicators, imple-
review mentation plan

1.2 23 Apr 2017 Final Saso Brus Resolved minor review com-

ments, added functional and non-
functional req. tables

D6.1 Integrated System Requirement & Interface Specification 2



Generalized Operational FLEXibility for Integrating Renewables in the

Distribution Grid (GOFLEX) 1’ FLEX
Table of Contents

LIST OF FIGURES........cituuiiiiniiineiiiiieiiiiaiiinsinmsisiessiisessisssssisssssrssssssssssssssssssssssssssssasssssnssss 6
LIST OF TABLES .....ccuuiiiiiiiieiiiiieiiirieniiiaiiinssiissisisssissessisssssrssssssssssssssssssssssssssssssssssasssssnssss 6
LIST OF ACRONYMS AND ABBREVIATIONS.......ccccttuiiirmiiimnniiimniimnsimmssiisesiesssrsssssrssssssnsses 6
1 INTRODUCTION.....cceuiiteiitieiitiiitieiireeireeiirsesstenesrsnssrsessssasssrassstensssrensssrsnssssnsssnes 7
I R U o Yo T 7
1.2 Related dOCUMENTS .....cccuueiiiiiieiiiiiieiiiireiiirrrie e ssnssesssessssssnesssssssssnssssssasnnes 7
H IRC TN 0 T Lol 4 01T 4 A o W T o = 8
2 OBJECTIVES.... oottt trses s et sreas st sas s raasssssesssenssssensssransssennssnen 8
2.1 Automatic trading...c..cceeuiiieiiiiiiiiiiiitcrr et s e e s e sen s s sna s sanananen 8
2.2 ENErgY SEOrage .cciciiiiieiiiiiiiiiiiiiiiieieeiieiiaitsetesciestastencsestastastassesstassassassesssassassasssnssnns 9
2.3 Energy management SYStemM ......cciciiiiiiiiiiiiiiiiiiiicnnissss s sses s sa e nsssssanans 9
P2 SN I - 1 4 3 o T N 10
2.5 ObServability ...ccccciieiiiieiiiiicicrcrr e e e re e s e e e s e e sen s s e nasenenanns 10
p Y- o Vi (o<W o] =1 4 ] o 1 o TS RNt 10
3 TECHNOLOGIES ......cicuiiiuniiineiiieniiinnsiiaisisseissessisssssissssssssssssssssssssssssssssassssssssssanes 11
3.1 FEMS - Factory Energy Management System........cccceciiiiniinineirniniinincninniea, 11
3.2 HEMS — Home Energy Management System ......cccceiveiieirnnininninieninieiinnieea, 12
3.3 CEMS — Charging Energy Management SYStem .......ccccceeereecreencrrenncrenneerennesennnenennens 12
3.4 FOA —FIeXOffer AGENt......ccceeiiieeieieererinnierenerennereaseerenseesassessasessassessnsesssssessassessnnens 12
3.5 Automatic Trading Platform - ATP .....cccieuiiiiiimiiiiiiininiiirinnnensnnnnssnnnesssessnenees 13
3.6 DOMS - Distribution Observability Management System ........cccccevrvreeiiiiirennicnnnnnen. 15
20 A=Y o V1 Tor B o =1 0 o O 16
4 FUNCTIONAL REQUIREMENTS .....cituiiimniiieninieneiineisienisissssnsssssisssnssssssssssssssssssnnnss 17

D6.1 Integrated System Requirement & Interface Specification 3



Generalized Operational FLEXibility for Integrating Renewables in the

Distribution Grid (GOFLEX) 1’ FLEX
5 NON-FUNCTIONAL REQUIREMENTS......ccciiiimiieeiirecrncrenernsermncrensreessenssensssnsennsennnes 19
6 CONNECTIVITY cecueieneieeereecreereeansrenernsernsesessssssesssesasssassrasssasssssssensssnsesnsesasssassssssssnsses 19
6.1 ATP N datacCentre ...cccccieuireeireeiiieirierieereeireeireeeresereserescressresssensseasssnsesnsessssssssssnnees 19
5.2 DOMS ... eiiieiieireteecteeretestescrscrasressesssestassassesssassassessesssassassasssassassasssssenssnssassenesnnss 19
6.3 Service platform......ccivceiiiiiieeiiiiiiiiiii e s e s a s s s e nnees 19
6.4  PrOSUIMEIS ...cuuieuieiieenieiiaiestesciontastescssssassassassssstassassessssssassossssssassassasssssssssnssassssssnnse 20
7 DATA EXCHANGE .......ccueienreereereenrtenerenereeetenerenieesssenseraserasssasssasssesssenssensssnsennsesnnes 20
7.1 Data exchange table.... ... e iieeiireirrcirecrrcrreeereeeernnereanesraseerensessensesennsesennans 20
7.2  Pair eXchange details ......ccceeeiieeniiieeiiieiiieeeiricereneeereaneernseeeennesrnsserenseesensesennsessnnens 23
0 A A U LYY i =1 Y/ Y USRS 23
7.2.2 User, ATP components (FOA, FIMAN, FIMAR) .....ccciiiiiiieiieiiieeeiteesieeeteesteesveesteesnseesaseesnseessaesnsessnsessnsenss 23
A T {1V TR L SO OON 23
A 1Y Y=Y V[l o1 1 o o o o P TSR 23
R T @ ) N |V 1N | OOON 23
7.2.6  FOA, SEIVICE PIatfOrm . .cee ettt sttt sttt e st e st e s bt e et e sabeeeabeesabeeeanee s 23
7.2.7 (FMAN, FMAR), SErvICe PlatfOrmMi... ..ottt e e e et e e e et a e e eeabaa e e e tbeeeentaeeeearaeas 24
7.2.8 DOMS, Service Platform co...eo oottt sttt st st e et b e sar e b e eanee s 24
AR T @ 1Y T OO 24
7.2.10 Service Platform, DIMIS SEIVEN ....cc..uiiiiciiee e ciiee ettt e eetee e st e e e st e e s e ate e e e snaeeeesnbaeeesnseaessnsaeeesnsseessnsseeesnnsnes 24
7.2.11 Service platform, eXternal ProVIE ..........cocuiii it e et e e e bae e e e br e e e eatae e e eanaeas 24
7.3  EXChange diagrami.......cccccieeeiiieenieienncrneniirennerensereaseesensessasssssnsessasssssnsesssnsessnssessnnens 24
8 INTERFACES AND PROTOQCOLS .....cctteerenerieirenirenieeneenernseraserensrenssessseassenssensennsennnes 25
30 R T4 =1\, O 1] €] o - [l TSR 25
< 7 N o 13 (0 J i =T Rt 26
8.3 DIMS SENSOIY data ..ccucieeuieieenereenirennereennereaseerenseeressesssssessssesssssessnsssssnsesssssessnssesannens 26
30 S ¢ 0 - T o 1 4 =3 =T SN 28
8.5  SUD-MELEIING ..cccuuiiiiiiiiiiiiiiiiiiiiriiiirrsr s rrsss s trssssssrssssssssnsnsssssrensssssssnnssssns 28
8.6 Component Interaction INterfaces.....ccccciveueereencereenertenierennereenrerenneerenseseensesennesennens 29
9 PROSUMER CLASSIFICATION AND INSTALLATION PROCESS.......ccccteeereereencrnncrnncnnnes 30

D6.1 Integrated System Requirement & Interface Specification 4



Generalized Operational FLEXibility for Integrating Renewables in the

Distribution Grid (GOFLEX) ¢;» GOFLEX
9.1 Residential prosumers without HEMS ..........cccccoiitmiiiiiiiniiiiiinniiniene. 30
9.2 Residential prosumers with existing HEMS ........ccccciiiiiiiiniiiiiiiininieninneinn, 30
9.3 Residential prosumers with Robotina HEMS...........cccceeiiiiieirenirenireeneeenerencrenerennnens 31
9.4 Residential prosumers with Robotina HEMS and Etrel EV charging station.............. 31
9.5 Residential prosumers with Robotina HEMS and CDEMS .........ccccccereeeerreencreenncnennnns 32
9.6 Industrial prosumers with existing FEMS .......ccccciviiiiiiiiiininiiniiiiniieieins 32
9.7 Industrial prosumers with INEA FEMS.........cciiciiiiiiiiiniiiiniiiiiienisisns 33
9.8 EXiStING CEIVIS ..o ieiiiieiieeireeirrecrenerenerenereerenssenssensssnserasesnsssasssesssensssnsernsssassranssens 33
9.9  ETrel CEMS .....oueeeeiiiiiineieneneeieineieeeeeenneesesaeesesesssssssssssssssssssssssssssssssssssssssssssssssssssssnnns 34
10 INTEGRATION AND EVALUATION ....ccoiiiiiiiiiiiiiiiininiiinisssssssssssssssssssssssssssssssssssssssssnas 34
10.1 INtEBration PrOCESS ..ccuiiiuiiiuiieiieiieeiersiersierserssrsssiesssesssensssnssssssssssssssssssssssssssesnsens 34
10.2 SECUNITY cuureeieeiieeiieeiticriereeereeereereeseraseraseraseraseresssesssenssensssnsssnsssnsssnsssesssanssnnsennneen 36
11 DEMONSTRATION CASES....ccittiiiiiiiiiiiiiiiiiiiiiiiiiiiinssssssssssssssssssssssssssssssssssssssssssssssses 37
11.1 Cyprus case arChit@CtUre ......cccciceiiieeiiiieiiiiircrene et reaeseneesensssssasessnnssenes 38
11.2 Swiss case archit@Cture .........coeeeeeeeuiiiiiiiiiiiiecc e eees 39
11.3 German case architeCture .........cccvviiiiiiiiiiiiiiiiiiii 40
12 IMPACT INDICATORS.....ceetttiiiiiiiiinnnreeeissississssasteeessssssssssssssseeesssssssssssssssnsessesssssans 41
12.1 EU based companies will be able to deliver adequate competitive product

and services on the market in 2-5 years after the end of the project....................... 41
12.2 Demonstrated solutions have the potential to be scaled (if needed) and

(=Y o] [ Lot 1 =Y o [ TORRt 41
12.3 Integrated system impact indicators.......cccceceiiiruiiiiiinniiiiiinniiini. 41
13 IMPLEMENTATION PLAN ... .ottt s s s s s s s s s 42
S 00 R o o) o1 0 o = S 42
R V||V Yo o 42
e B 1T TR £ T 43

D6.1 Integrated System Requirement & Interface Specification 5



Generalized Operational FLEXibility for Integrating Renewables in the

Distribution Grid (GOFLEX) ;s GOFLEX
2 o [ of I 1] [ ] 43
List of Figures
Figure 1: Conceptual GOFLEX @rchit@CtUre .....ueeiiiiiecciiiieeeee e e e e e 11
Figure 2: FOA @rChit@CIUIE . ...eeeeiiieeee et e e e s s e e e e e e e s e e e e e e e e e eeannnenees 13
Figure 3: High level Automatic Trading Platform structure .......cccccceeeviiieeincciee e, 14
Figure 4: GOFLEX data exchange diagram ........cccueeieiiieieiiiiieee e e e e 25
Figure 5: Sensory data acquUISItiON .......coceiiiiiiiiei e e 27
List of Tables
Table 1: DOMS-FOA data @XChange .....ccicvuiiiiiiiiiie ettt aae e e e saeee s 16
Table 2 FUNCLIONAl FEQUITEMENTS ......eieiie et e e e e et e e e e s aaeeee s 18
Table 3 Non-functional reqUIremMENTS..........uuiiiiii i e e 19
Table 4: GOFLEX data exchange table..........uveeviiiii e 21
TablE 5 GOFLEX APIS...ceeeieeeieetee ettt st s sne e s ne e e e e nnes 29

List of Acronyms and Abbreviations

Abbre- Definition

viation

ATP Automatic trading platform
EMS Energy Management System
FOA FlexOffer Agent

DMS Distribution management system
DOMS  Distribution observability management sys-
tem

XEMS Any of the following Energy Management
Systems: Factory, Home, Charging or Charg-
ing-Discharging EMS

D6.1 Integrated System Requirement & Interface Specification 6



Generalized Operational FLEXibility for Integrating Renewables in the A FLEX
Distribution Grid (GOFLEX) 1’

1 Introduction

1.1 Purpose

The main objective of this WP is to supervise the integration across all technical levels of de-
veloped, innovated and tested solutions in WP2 to WP5 and to ensure that all subsystems are
fully functional and aligned with each other. To achieve this the following activities shall be
carried out:

e Define the overarching architecture and interaction concepts,

e Specify the concrete requirements towards the interfaces in terms of
necessary data types, interaction mechanisms and frequency etc.,

e Generate the SW and HW (loT) environment needed for the full super-
vision and control of the layers and components.

e Supervise and coordinate installations and integration on demonstra-
tion sites. Actual integration of components is done by system integra-
tors, appointed by demo case managers on demo sites.

This data and control layer will enable distributed managing of the GOFLEX system and expos-
ing information to different control systems. As the actual integration will be performed for
and on several demonstration use cases (in WP7 - WP9), we will follow a balanced top-down
and bottom-up approach, taking into account both the functional capabilities of the devel-
oped solutions and the technical requirements and constraints of individual demonstrated use
cases as instances of customized application of the integrated system.

This document provides a high-level architecture, based on requirements of specific subsys-
tems and defines overall integration requirements. Since solution work packages focus on
specific problem solving, this WP is responsible for providing a structured way of inter-WP
communication. Therefore, main focus of D6.1 is the definition of required execution environ-
ment for different solutions, data acquisition and data flow, exchange protocols and supervi-
sory of integration.

1.2 Related documents

WP6 aims to integrate all of the technology components into single GOFLEX solution. There-
fore D6.1 has to incorporate the technology deliverables, namely D2.1, D3.1, D4.1 and D5.1.
In the design phase, WP6 will also include specific information, gathered on demo sites. This
means including the D7.1, D8.1 and D9.1 specifications, as well as any other documents, re-

lated to demo site integration.

D6.1 Integrated System Requirement & Interface Specification 7
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1.3 Document structure

Document is divided into several chapters, following the technology and integration process
accordingly. In Chapter 2 we present the objective for integrated GOFLEX solution, based on
the technology building blocks. In Chapter 3 we present the specific technologies from the
integration angle. Functional and non-functional requirements of integrated GOFLEX solution
are listed in Chapters 4 and 5. In Chapter 6 we present the connectivity requirements for demo
sites, segmented by specific technologies and end users. In the Chapter 7 we present the data
exchange table, which is the “meeting point” for WP2 trough WP5. We provide high level data
description. Protocols for data acquisition and communication between systems are described
in chapter 8. Chapter 9 contains high level integration description and is the basis for integra-
tion projects at demo sites. In Chapter 10 we describe the integration process and responsi-
bilities. We also provide conceptual evaluation tests. Chapter 11 contains overall system sche-
matics for all 3 demo sites and serves also as a consistency check for communication between
different systems. Impact indicators are briefly described in Chapter 12. Implementation plan
for integrated solution is described in Chapter 13.

2 Objectives

2.1 Automatic trading

Automatic trading platform (ATP) will serve as a facilitator between prosumer aggregate and
the buyer of flexibility — DSO. It will combine the two existing systems KIBERnet and TotalFlex
into a single platform, capable of addressing different scenarios on prosumer level. It shall not
however, address any other scenarios on buyer level — all 3 demo cases will serve the goal of
supplying Demand Response for optimization of grid operation by DSO.

Trading platform will utilize the FlexOffer structure, defined in WP2. The same structure will
be used on both sides of trading platform:

e DSO side, where DSO places a bid for certain amount of flexible energy

in time and space,

e Prosumer side, where all prosumers send their offers of flexible produc-
tion and consumption

Trading platform therefore serves several functions:
e Offer disaggregation and aggregation
e Settling between DSO bid and prosumer offer aggregate

e Scheduling

D6.1 Integrated System Requirement & Interface Specification 8
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e Disaggregation
e Validation
e Evaluation and feedback

e User and machine interfaces

2.2 Energy storage

GOFLEX will address two types of energy storage:
e Explicit storage, where special HW and software are used (e.g. batter-

ies), and

e Virtual storage, where capacity is implicitly stored within process itself
— energy storage and extraction is done by changing the process (move
consumption in time and/or energy).

To utilize energy storage, regardless of the type, we will use the FlexOffer Agent — FOA, which
will assess, capture and describe flexibility in FlexOffer format and trade it with the next level
system — Automatic trading platform.

2.3 Energy management system

To utilize the virtual energy storage, the Energy Management Systems (EMS) will be used. EMS
will perform several tasks, the most important being:

e Local data acquisition: capture readings, process variables, user inputs
e User interface, configurator, built into xEMS (mostly WEB GUI)

e Local control and optimization of energy systems, based on user, com-
fort and process constraints

e Supplying the flexibility to next level system — FOA

e Changing the schedules, based on success of trading the flexibility with

next level system

In GOFLEX, we will address several types of EMS systems: FEMS (factory), HEMS (home), CEMS
(EV charging) and CDEMS (charging-discharging). All existing solutions will introduce new func-
tionalities that will allow intelligent management of prosumers, requiring modifications in
structure, communication, cooperation, and algorithms, as well as the integration with DR
interfaces (FOA).

D6.1 Integrated System Requirement & Interface Specification 9
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2.4 Transport

Our goal is to integrate EVs as prosumers or consumers, either as a part of Home EMS (charg-
ing and discharging — called CDEMS) or on public/private parking area (only charging — called
CEMS). For this, the charging infrastructure, EMSs at the prosumer level and trading interfaces
will be further developed, adapted, and integrated. EVs will be treated as flexible loads with
specific operation parameters. The operation of EV charging infrastructure, above all individ-
ual EV charging loads, will follow the requirements given by higher level EMS and will thus be
fully integrated in DR schemes managed either by grid operators or energy market partici-

pants.

2.5 Observability

The reviewed solutions for distribution state estimators (DSE) are typically provided as part of
DMS systems, which require often unavailable and economically infeasible heavy sensor
equipment of the distribution grid (e.g. voltage/power at every transformer within every
feeder). The ambition of this project is to further develop and demonstrate our technology for
distribution observability and state estimation, with respect to providing estimates and short-
term predictions of the state of the distribution grid (voltage, line/transformer loading) at the
spatial resolution required to appropriately monitor the effects of distributed demand re-
sponse and flexibility. Furthermore, the solution will complement any available, but often lim-
ited, real-time sensor data high-resolution energy forecasts of demand and generation at dis-
tribution transformers or substations and, where available, with high-resolution consumption
data from smart meters.

The observability system — DOMS will act as an assessment tool, used by DSO to predict, where
and when there will be a need for DSM. Therefore, DOMS system will be equipped with FOA,
which will allow automatic placement of the bid onto the Automatic trading platform. From
the ATP side, DOMS is regarded as an EMS system at prosumer, which places an offer for
flexibility in reverse (buying).

2.6 Service platform

The ambition in this project is to further develop and demonstrate the capabilities Consortium
partners’ energy management platforms. We will integrate data from sources that tradition-
ally were considered in isolation: network telemetry from SCADA/EMS, and fine-granular cus-
tomer profiles from MDM/AMI. We will contextualize data with high-resolution weather in-
formation, physical properties of network assets, and information from electricity markets.
We will customize views for different stakeholders (aggregators, DSOs, and prosumers) and
perform ambitious real-world tests for robustness and portability in different geographies and
demonstration sites.

D6.1 Integrated System Requirement & Interface Specification 10
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3 Technologies

For integration of different systemes, it is vital to know, how each of the systems manifests and
interacts with the rest of the integrated system. This chapter provides specific architectural
requirements and assumptions. Figure 1 depicts conceptual architecture and high-level inter-
actions between GOFLEX systems.

P2

Legend
H [
=

WP5

FMAN & FMAR

£
P
L
2
]
o
0]
=
=
_
(]
»

Figure 1: Conceptual GOFLEX architecture

3.1 FEMS - Factory Energy Management System

FEMS will be provided by INEA. It will consist of:

e Industrial grade PC

PLC with algorithms for control and predictions,

e Communication equipment — communication cards (e.g. RS-485, Ether-
net), network switches

e Power relays for connecting the loads

e Local panel display for visualization

D6.1 Integrated System Requirement & Interface Specification 11
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e Analytics server with WEB interface

All the components will be installed within industrial cabinet. Size of the cabinet is dependent
on the number of loads that will be controlled by FEMS.

3.2 HEMS - Home Energy Management System
HEMS will be provided by Robotina. It will consist of:

e CyBro controller for controlling the loads

e Monitor display

e Home linker for access to Robotina HEMS cloud system

e HIQ universe for communication with FOA

3.3 CEMS - Charging Energy Management System

CEMS will be provided by Etrel. It will consist of:
e Interfaces to charging stations with 1 or 2 charge points (connectors)

e CEMS system in the cloud with interface to FOA (in case of central con-
trol of several CS)

e Interface for communication with higer-level xEMS (in case of home or
factory installation, where CS is considered as one of the loads for xEMS)

3.4 FOA - FlexOffer Agent

FlexOffer Agent will consist of two parts:
e Hardware

e Software

Hardware execution environment will be provided by INEA. The box will be the same for all
types of prosumers and will have:

e ARM processor with at least 500Mhz of processing power

At least 256MB of RAM

o At least 2GB of storage
e Linux OS
e Cellular and Ethernet communication interfaces

e USB and/or serial port for local communication

Software for the FOA will consist of common part for FlexOffer communication and specific
drivers for each type of underlying system (xEMS or direct control of the loads).

D6.1 Integrated System Requirement & Interface Specification 12
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Each prosumer will be equipped with FOA. Hardware will be expanded with appropriate com-

munication interfaces, 10s, relays and meters during the installation projects at prosumers. In

case of cloud communications, the cloud subsystem is considered as special case of 10 and is

therefore one of specific drivers on FOA.
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Figure 2: FOA architecture

3.5 Automatic Trading Platform - ATP

GOFLEX will support two types of trading mechanisms, both based on the FlexOffer concept:

Direct trading, where price of flexibility is calculated based on incurred
costs by the underlying process and is sent as part of the FlexOffer to
the aggregator; and

Delegated trading, where price is regarded as reward, based on the de-
gree of offset from the base scenario. In this case, the price is defined
post-festum, after the realization of the contract.
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Functional relationships between two mechanisms are depicted on Figure 1. KIBERnet solu-
tion will be used as a top-level system, which will aggregate all types of prosumers, micro-
grids and Delegated trading subsystem(s). For delegated trading, the TotalFlex solution will be

used.
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Figure 3: High level Automatic Trading Platform structure

Structure for describing flexibility is FlexOffer. The same structure will be used on both sub-
systems (KIBERnet and TotalFlex), therefore enabling the trading platform to function as a

complex system with nested subsystems.

Each subsystem is therefore treated as a prosumer (real or aggregated), which allows to reach

higher abstraction levels and therefore scalability.

ATP will reside on server environment, installed at each demonstration site. It will be used by

the BRP (or equivalent). Hardware requirements for ATP are the following:
e HP ProLiant DL380 Gen9
e 2x Xeon E5-2680v4
e 64GB RAM
e 3TB of storage with SSD cache
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Server operating system will be VMware ESXi 6.5. We will install at least 2 virtual machines,
one for KIBERnet subsystem and one for TotalFlex subsystem. Both machines will require in-
ternet connection, as described in chapter 4.

3.6 DOMS - Distribution Observability Management System

DOMS is a data analytics software, used to predict grid states and congestions to help grid
operators manage the grid better. It will utilize existing measuring points on the grid. Those
measures can be gathered on grid connection points or on transformer substations, depend-
ing on available meters.

Data flow for DOMS system metering data:
e Network analyser on substation / grid connection point

Data availability is dependent on available measuring equipment on
demo site. Each network analyser needs data connection to DMS sys-
tem. Update interval should be less than trading interval (e.g. 1 min).
Data acquisition from network analysers is not part of GOFLEX project.

e Existing DMS system (SCADA) at DSO

Each DSO already has some kind of Distribution Management System
(DMS) system installed. This system is responsible for data gathering
and historization.

e Anonymization of data

We will upgrade DMS system with software client (WP5), which will be
able to perform anonymization of metering data in order to be able to
transmit it to the Service Platform.

e Transfer data via to Service platform (WP5) Data Acquisition API

WP5 will provide sample code for client, which will exchange JSON pack-
ets of metering data. Each demo site integrator will have to integrate
this sample code into existing DMS system — connect to data sources.
DMS server will need internet connection in order to transmit data to

the Service Platform.
e Fetch data from Service Platform by defined API

Once metering data is present on Service Platform, DOMS will utilize API
for data acquisition.

DOMS system will run as a service on the cloud platform. No dedicated local server for DOMS
is required. Each demo site will get own instance of DOMS system.
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Communication between DOMS and ATP will use the same architecture as on prosumer side.
This means that DOMS will use FOA to communicate with other ATP components. Require-
ments for protocol are the following:

e FOAisthe initiator of the request. This means that FOA triggers the com-
munication request on regular basis. Interval should be short enough in
order to achieve sufficient response time of the system.

e DOMS will provide an API, which will enable FOA to read all the required
information and post response messages.

e FOA will use the gathered information from DOMS to construct special
type of FlexOffer, which will then be sent to FlexOffer Manager (FMAN).

The required information from DOMS is the following:

Table 1: DOMS-FOA data exchange

Parameter Description

StartTime The parameter expressed as Timestamp describes the mo-
ment the schedule is going to be executed. The Start Time
is in future. System uses UTC time.
If not present, the schedule is to be executed immediately.

IntervalLength Length of the interval in seconds. It describes the interval
in ScheduleChange parameter (time series).
ScheduleChange Time series, which describes the change of the ATP’s total

consumption regarding the operation prognoses. Negative
values mean reduction of production or increase of con-
sumption, positive values mean increase of production or
decrease of consumption.

Energy price Time series of prices of adapted energy. Each value is valid
for the corresponding interval in the schedule change.

3.7 Service Platform

Service platform will reside on the cloud. It will supply several services that other GOFLEX
system components will utilize. Each of the demo sites will get own instance of the service

platform.

To communicate with Service platform, internet communication will be used. For sensitive
data, the following requirements will have to be fulfilled:

e Anonymization of data has to be done before sending to the Service
platform.
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e Secure connection between systems shall be used for transporting sen-
sitive data (even if anonymized)

Protocols for data exchange will be selected based on the specific technology requirements
and availability on demonstration sites. The following protocols are envisioned:

e MQTT
e RESTful HTTP
e OPCUA
e AMQP
For data structure, the following standards shall be used:
e JSON
e XML

Service platform shall provide sufficient storage capabilities that will enable GOFLEX operation
until the end of the project. Technology providers will define data retention periods for spe-
cific data types that will be used within GOFLEX.

Service platform will supply services and data to several GOFLEX components. Chapter 5 con-
tains data exchange table with FROM-TO relations.

4 Functional requirements

WP6 does not provide any intrinsic functionality of its own. The role of this WP is to supervise
the integration of individual components into complete GOFLEX solution. Therefore, the func-
tional requirements of WP6 focus on interaction and exchange between building blocks.
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Table 2 Functional requirements

Requirement
Number

Requirement Description

F6.1

F6.2

F6.3

F6.4

F6.5

F6.6

F6.7

F6.8

XEMS device interface: xEMS systems should be able to
connect to several types of devices, loads, systems and
processes. XEMS systems should provide relevant proto-
cols and communication interfaces, relevant to specific en-
vironment (e.g. factory).

FOA device controller: for simple domestic prosumers, FOA
with device controller will be used. This controller should
be able to connect to smart outlets and similar domestic-
grade appliances.

XEMS-FOA interface: xEMS and FOA should be able to com-
municate using the defined protocol in D3.1.

FlexOffer interface: all the ATP components should com-
municate using FlexOffer protocol, defined in D2.1.

Smart meter data: readings from smart meters should be
transmitted from existing DMS system at DSO to Service
platform using standard protocols (for example MQTT).
Services on Service platform should be made available to
appropriate GOFLEX systems using APIs.

DOMS should be able to provide data, needed for FOA to
prepare a FlexOffer. FlexOffer is defined in D2.1, exchange
table is defined in chapter 3.6 of this document.

Price for implicit capacity trading is added to each
prosumer FlexOffer at FMAN/FMAR level. Calculator for
this price should provided by DOMS and be available on
Service platform.
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5 Non-functional requirements
Table 3 Non-functional requirements

Requirement Requirement Description

Number

NF6.1 Transport layer between different systems is internet. If

necessary, secure layer will be built on top of it.
NF6.2 Each building block system should handle the security lo-

cally. This means that data transmitted to other systems is
either public or appropriately anonymized.

NF6.3 Each demonstration location should appoint a system inte-
grator, who will install and integrate different GOFLEX sys-
tems. WP6 monitors and coordinates integrations on three
demonstration sites.

NF6.4 Connectivity options, in accordance with chapter 6 of this
document.
NF6.5 Interaction between GOFLEX systems: integrated system

components should communicate between each other, as
defined in chapter 7 of this document.

6 Connectivity

In order to communicate between different systems, which will be geographically dislocated,
GOFLEX will require sufficient internet connections.

6.1 ATP in datacentre

ATP needs at least 100 Mbit/s symmetrical internet connection, present at datacentre (at
BRP). At least 2 static public IP addresses will be needed. We would need complete control
over firewall access to ATP server. We would need full cooperation from local IT departments
to achieve this.

6.2 DOMS

DOMS will reside in the cloud. Therefore, internet access is implicitly there.

6.3 Service platform

Service platform will reside in the cloud. Therefore, internet access is implicitly there. Service
platform may utilize RESTful architecture for data interaction, so HTTP and HTTPS ports are
planned to be used.
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Service platform may use MQTT protocol for acquisition of DMS sensory data. The Service
platform shall provide necessary components, such as MQTT / messaging broker.

6.4 Prosumers

Each prosumer will need a broadband internet connection. It can be:
e xDSL
o Fibre optic
e Cellular (at least 3G)
e Cable (TV provider)

In case of cellular communications, there are two things to consider:
e Demo site manager has to cover the costs

e Solution providers for FOA (INEA) have to be informed to supply con-
nectivity options within FOA

We will use client-server communication at prosumers. Each prosumer will be the communi-
cation initiator, therefore static IP addresses for prosumers are not needed = pull mode. For
cases where push mode will be needed (access to the prosumer from server side without first
connection from prosumer side), we will use software VPN, based on OpenVPN solution. It
will be installed on FOA and will provide secure two-way communication.

7 Data exchange

This chapter provides an overview of systems interaction. It serves as a check-up for coher-
ence and will provide a base for Factory Acceptance Test (FAT) evaluation.

7.1 Data exchange table

Data exchange table is also available in Excel form: Data_exchange.xlsx

Legend:

Private data (semi) public data
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7.2 Pair exchange details

7.2.1 User, xEMS

Data exchange is mostly use of the XEMS graphical user interface. Depending on the complex-
ity of the system and user role, end-user may look at the reports, charts, real-time values.
With appropriate permissions, user may configure the system settings, such as alarm thresh-
olds, schedules, etc.

7.2.2 User, ATP components (FOA, FMAN, FMAR)

User should have option to configure the components. This may include defining the strate-
gies, prices, constraints. Each ATP component should offer user a graphical interface, which
should allow for querying, analysis, reporting and other insights into the system.

7.2.3 xEMS, FOA

XEMS constantly sends relevant information to FOA. Based on received data, FOA prepares
FlexOffers. If one of the FlexOffers is selected, FOA sends command to xEMS to start adapta-
tion process. Exchange protocol is defined in D3.1.

7.2.4 XxEMS, Service platform

XEMS systems may send relevant consumption data to Service platform. This data should be
appropriately anonymized on xEMS, using some kind of metadata (for example type of load
within factory). Service platform may gather data from several prosumers and offer different
aggregation functions on those readings, for example average consumption for certain type
of load. Such aggregated data should be made available for other xEMS systems to benchmark
to. All the communication is initiated by xEMS on different time intervals (e.g. day, month).

7.2.5 FOA, FMAN

If flexibility potential is available FOA sends FlexOffers to FMAN. FlexOffer protocol is defined
in D2.1. FOA is the initiator of the communication. Requests are asynchronous, based on the
state of the underlying system (xEMS).

7.2.6 FOA, Service platform

FOA may access the weather service and reference electricity prices on Service platform in
order to use weather predictions and predictions of price acceptance level for FlexOffer con-
struction. FOA may also require smart meter data for own prosumer. To secure this exchange,
communication should be routed through FMAN system to Service platform.
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7.2.7 (FMAN, FMAR), Service platform

FMAN and FMAR may use several services, available on Service platform. Needed data in-
cludes weather predictions, smart meter data for specific prosumer, forecast energy curve for
specific prosumer, retail energy price and energy transfer calculator. All private data, available
on the Service platform has already been anonymized.

7.2.8 DOMS, Service platform

DOMS will access all relevant metering data using Service platform. This data may include
smart meter data, relevant grid point data from existing DMS system, relevant sub-meter
data, GIS information, etc. Service platform will also offer forecasting services.

7.2.9 DOMS, FOA

DOMS will estimate the disbalances between energy supply and demand on grid segments/lo-
cations and consequently the likelihood of congestions on distribution grid. Based on that in-
formation, it will provide data required for FOA to prepare a FlexOffer. This FlexOffer will serve
as a bid to FMAR system to activate demand response. The exchange information is defined
in chapter 3.6 of this document.

7.2.10 Service platform, DMS server

Service platform will gather grid point readings and smart meter readings on existing DMS
server (1 per demo site). Data will be anonymized and transmitted to Service platform using
standard protocols (for example MQTT). Interval of transmission will be based on availability

of metering data on DMS system.

7.2.11 Service platform, external provider

Service platform will gather weather information and spot energy prices from external data-
bases and services.

7.3 Exchange diagram

The following diagram represents the high-level exchanges, occurring between GOFLEX com-
ponents. Each exchange corresponds to chapter number of this document, describing the ex-
change data.
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Figure 4: GOFLEX data exchange diagram

8 Interfaces and protocols

8.1 xEMS interface

XEMS interface is defined in the document D3.1. xEMS interface will handle communication
between all GOFLEX EMS systems and FOAs. In order to be as interoperable as possible, we
will use high-level protocols for exchange. Selected protocol for data exchange is HTTP. It will
transmit and receive messages structured in JSON format.

XEMS is the initiator of communication. In order to get any data from FOA, xEMS first needs
to send HTTP GET request to FOA. To achieve sufficient response times, interval for Commu-
nicationRequest has to be as short as possible (e.g. from 1s to 1min).

Each CommunicationRequest contains one or more of the following information packets:
e OperationData

e FlexibilityData
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e DemandCancelation

Each CommunicationRequest can induce reply containing the following responses:

e Administration control

Ack/Nack (mandatory)

ConfigParams

DemandSchedule/DemandUpdate

FlexibilityReject

All replies (if several) are packed into single response from FOA.

8.2 FlexOffer
FlexOffer is defined in the document D2.1.

FlexOffers are prepared by FOA and are sent to FMAN part of the ATP. Each FlexOffer can
contain several parameters. FOA packs all the needed parameters into single XML or JSON
structure. Since this data can be considered private, the communication between FOA and
FMAN must be secure. Use of VPN or other encryption method is envisioned.

D.2. describes FMAN RESTful services. They are used by FOA to post, update, delete or read
FlexOffers. The initiator of each communication is FOA.

Communication protocol for FlexOffer will be RESTful HTTP or HTTPS.

8.3 DMS sensory data

Topology for the sensory data acquisition is depicted on Figure 4.
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Figure 5: Sensory data acquisition

Exchange protocol for Data Acquisition APl may use MQTT. It will transmit and receive mes-
sages, structured in JSON notation.

In order to be able to transmit to the Service platform, demo case managers will receive ge-
neric software code (Data Acquisition API client), which they will upgrade in order to inter-
face with existing DMS system (e.q. database interface).

On the level of client, there will be additional processing — data anonymization. Every private
data, that is to be sent to the Service platform (and further up the chain) has to be anony-
mized. There will be several layers of anonymization:

1. Transcribe private prosumer ID into anonymized ID: this is done us-
ing the classification IDs from chapter 9 of this document.

2. Encode transcribed ID using reversible hash algorithm (e.g. md5).
3. Encrypt complete message using asymmetric cryptography — RSA.

4. (optional) Use secure transmission channel - for communication
between DMS and Service platform.

In order for DMS API client upgrade to be able to transmit to the Cloud platform, internet
connection with sufficient bandwidth has to be present on DMS server itself. If this will not
be possible (due to security policies), client shall be installed on separate (virtual) PC and lo-
cal connection shall exist between this PC and DMS server.
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8.4 Smart meter

In order for ATP to be able to confirm actual realization of contract (adaptation according to
FlexOffer assigned), characteristic curve needs to be calculated for each prosumer. Character-
istic curve is statistical model for certain prosumer, which tells us what prosumer would do at
certain time, if no adaptation was required (flexibility offered and assigned). Difference be-
tween actual readings of certified meter and characteristic curve tells the system the correct-
ness of adaptation, i.e. whether or not (or to what extent) the assigned flex-offers where car-
ried out.

To compare with open contract consumption, the interval for data is standard tariff interval
(typically 15min). This data is necessary for each prosumer, regardless of the two types de-
fined above.

There are several ways of acquiring data (listed by descending order of preference):

1. Access data via APl at DSO

DSO needs operational smart metering infrastructure in place. If data is
present on DSO SCADA, API needs to be prepared to access it. Anony-
mization must be done on DSO level in DMS, so that data transmitted
to service platform is anonymized.

2. Access readings on smart meter

Smart meter must allow readings (must not be closed or encrypted).
Smart meter must offer interface for Modbus RTU or Modbus TCP pro-
tocol. If only M-bus output is supported, converter to Modbus must be
installed as part of integration project. If only pulse output is enabled,
digital counter with (at least) Modbus interface must be installed as part
of integration project. Anonymization is done on FOA.

3. Gather own readings on sub-meter and transmit them to service plat-

form

This option is not preferred, since it utilizes non-certified metering data.
It shall be used as a last resort, when none of the above options are
possible. Anonymization is done on FOA.

8.5 Sub-metering

XEMS needs constant (power or energy) readings from electricity meter in order to optimize
prosumer’s processes and make predictions on operation. Interval for data acquisition is from
1s to few seconds, depending on xEMS requirements.

We divide this case into two subcases:
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1. Prosumers with xEMS: sub-meter (or more of them, if needed) is in-

stalled as part of integration project and supplied as part of XEMS by
solution providers.

Prosumers without xEMS (delegated trading): only FOA is supplied by
solution providers. Sub-meters with actuators (domestic type) are sup-
plied by demo case managers as part of integration project. Technology
providers will recommend equipment in order to simplify integration.

For option 1, the following devices are envisioned:

Smart plugs, which contain metering and actuating functionalities.
Smart plugs must be open — not locked to specific vendor, so that com-
munication with FOA is possible.

Power relays with metering function — those are meant to be installed
into electrical cabinets. To be used when no electrical socket is present
at the load —load is directly connected to fuse in electrical cabinet. Such
is often the case with boilers and heat pumps.

In both cases the communication with FOA is to be considered. Ethernet connection is pre-

ferred, WiFi is possible, other types are not desirable.

8.6 Component Interaction Interfaces

This chapter provides a high-level overview of interconnecting APls.

Table 5 GOFLEX APIs

APl name Systems involved Describing
document

XEMS-FOA XEMS (client), FOA (server) D3.1

FlexOffer API FOA (client), FMAN (server) D2.1

FOA (client), FMAR (server)

DOMS-FOA DOMS (server), FOA (client) D6.1

Key/Value API XEMS, Service platform D5.1

Metering API DMS, Service platform, DOMS, ATP D5.1

Network Topology API DMS, Service platform, DOMS D5.1

Energy Forecast API DOMS, Service platform, ATP D5.1

Weather Forecast API Service platform, ATP D5.1
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9 Prosumer classification and installation process

Notation for prosumer classification:

[WPnum]-[Prosumer][Residential/Industrial/Parking/Building][eXisting EMS/New EMS/Direct
control(no EMS)][Seqg.num.]

Example: 7-PRE-001

9.1 Residential prosumers without HEMS
Classification ID: WP-PRD-001

Those are prosumers, who will connect single load to GOFLEX system. Therefore, there is no
need for EMS. They will use delegated trading mode.

Supplied equipment:

e FOA with Ethernet or cellular communication
Installation at prosumer:

e Supply smart sockets or smart relays

e Install FOA and sockets or relays

e Configure sockets or relays to communicate with FOA

e Configure FOA (trading algorithms)

9.2 Residential prosumers with existing HEMS
Classification ID: WP-PRX-001

Those are prosumers with several loads/production, already using some kind of HEMS. Those
prosumers will use direct trading mode. There will be a need for interface adaptation (either
on FOA or on existing HEMS), therefore detailed specifications of existing HEMS will be
needed. If specifications are not available or if existing system is closed, we plan to run subset
of Robotina HEMS in parallel or replace existing HEMS with Robotina’s.

Supplied equipment:
e FOA with Ethernet or cellular communication
e (Robotina HEMS)
Installation at prosumer:
e Install FOA
e (install Robotina HEMS)

e Configure existing HEMS and FOA to communicate
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e Configure FOA (trading algorithms)

9.3 Residential prosumers with Robotina HEMS

Classification ID: WP-PRE-001

Those are prosumers with several loads/production, who currently do not have any kind of
HEMS. They will use direct trading mode. If cloud access to HEMS will be possible, prosumers
will utilize virtual FOA.

Supplied equipment:
e FOA with Ethernet or cellular communication
e Robotina HEMS (controller and home linker)
Installation at prosumer:
e |Install FOA
Install HEMS

Configure HEMS

Configure HEMS and FOA to communicate (mostly preconfigured)

Configure FOA (trading algorithms)

9.4 Residential prosumers with Robotina HEMS and Etrel EV charging station
Classification ID: WP-PRE-C-001

Those are prosumers with several loads/production, who currently do not have any kind of
HEMS. They will also install Etrel charging station. They will use direct trading mode. If cloud
access to HEMS will be possible, prosumers will utilize virtual FOA.

Supplied equipment:
e FOA with Ethernet or cellular communication
e Robotina HEMS (controller and home linker)
e Etrel charging station

Installation at prosumer:

e |[nstall FOA

Install HEMS
Install CS

Configure HEMS

Configure CS, link it with HEMS
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e Configure HEMS and FOA to communicate (mostly preconfigured)

e Configure FOA (trading algorithms)

9.5 Residential prosumers with Robotina HEMS and CDEMS
Classification ID: WP-PRE-CD-001

Those are prosumers with several loads/production, who currently do not have any kind of
HEMS. They will also install a battery storage, which will be used as explicit storage — CDEMS.
They will use direct trading mode. If cloud access to HEMS will be possible, prosumers will
utilize virtual FOA.

Supplied equipment:
e FOA with Ethernet or cellular communication
e Robotina HEMS (controller and home linker)
e CDEMS system
e Battery for CDEMS
Installation at prosumer:
e Install FOA
e Install HEMS
e Install CDEMS
e Install battery
e Configure HEMS
e Configure CDEMS, link it to HEMS
e Configure HEMS and FOA to communicate (mostly preconfigured)

e Configure FOA (trading algorithms)

9.6 Industrial prosumers with existing FEMS
Classification ID: WP-PIX-001

Those are industrial prosumers with several loads/production, who have existing FEMS sys-
tem. They have processes and/or storage that are manageable in both energy and time. They
will use direct trading mode. There will be a need for interface adaptation (either on FOA or
on existing FEMS), therefore detailed specifications of existing FEMS will be needed. If speci-
fications are not available or if existing system is closed, we plan to run subset of INEA FEMS
in parallel or replace existing system with Inea FEMS.

Supplied equipment:
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e FOA with Ethernet or cellular communication
e (INEA FEMS (electrical cabinet))
Installation at prosumer:
e Install FOA
e (install INEA FEMS)
e Configure existing FEMS and FOA to communicate

e Configure FOA (trading algorithms)

9.7 Industrial prosumers with INEA FEMS

Classification ID: WP-PIE-001

Those are industrial prosumers with several loads/production, who currently do not have any
kind of FEMS. They have processes and/or storage that are manageable in both energy and

time. They will use direct trading mode.

Supplied equipment:
e FOA with Ethernet or cellular communication
e INEA FEMS (electrical cabinet)
e INEA analytics server

Installation at prosumer:

e Install FOA

Install FEMS (installation project envisioned)

e Install analytics server

e Configure FEMS, connect the loads

e Configure analytics server

e Configure FEMS and FOA to communicate (mostly preconfigured)

e Configure FOA (trading algorithms)

9.8 Existing CEMS
Classification ID: WP-PPX-001

Those are prosumers, who already have some kind of CEMS, with connected EV charging sta-
tions. They will use direct trading mode. There will be a need for interface adaptation (either
on FOA or on existing CEMS); therefore detailed specifications of existing CEMS will be
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needed. If specifications are not available or if existing system is closed, we plan to run subset
of Etrel CEMS in parallel.

Supplied equipment:
e FOA with Ethernet or cellular communication
e (Etrel CEMS)
Installation at prosumer:
e Install FOA
e (install Etrel CEMS)
e Configure CEMS and FOA to communicate

e Configure FOA (trading algorithms)

9.9 Etrel CEMS
Classification ID: WP-PPE-001

Those are prosumers, who will install new ETREL EV charging stations with CEMS. They will

use direct trading mode.

Supplied equipment:
e FOA with Ethernet or cellular communication
e Etrel CEMS

Installation at prosumer:
e |Install FOA

e Install charging station(s) if not already present (installation project en-

visioned)
e Install CEMS
e Configure CEMS and FOA to communicate (mostly preconfigured)

e Configure FOA (trading algorithms)

10 Integration and evaluation

10.1 Integration process

WP6 is responsible for oversight of integration process on all three demonstration sites. To do
so, WP6 will appoint integration manager for each demonstration case, who will be the link

between solution providers and demonstration case managers.
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Actual integration will be done by system integrators, appointed by demonstration case man-
agers. Integration includes, but is not limited to:

e Analysis of prosumers, processes, limitations, regulations, relevant for
integration execution

e Requirements for installations

e Electrical planning

e Communication with specific vendors, existing suppliers on-site

e Installation of supporting equipment (such as meters, actuators, relays)
e Electrical wiring

e [nstallation of GOFLEX innovative prototypes

e Performing necessary adaptations on existing systems

e Providing support to prosumers

e Connecting GOFLEX systems, according to specifications and manuals,
tech support from solution providers

e Providing access to data, relevant for GOFLEX systems operation

To achieve successful integration, it is vital for system integrator- integration manager and
demonstration case manager for each demo site to be in constant contact. Integration man-
ager should have a complete insight into capabilities of different systems, so that he can route
support directly to solution supplier. On the other side, demonstration case manager should
know specifics of the demonstration case, requirements and limitations. If feasible, solution
providers should make necessary adaptations of their systems in order for integration process
to be smooth and successful. Integration manager and specific solution supplier should define

criteria when needed.

Evaluation of the integrated system will be performed several times. We will perform the Fac-
tory Acceptance Test (FAT) at solution providers location at M18. This test will assure that all
the interfaces exist and that the integrated system isn’t missing any logical components. Since
all solutions will be on prototype version, FAT will not test actual operation.

When FAT is successful, we will start shipping solutions to three demo sites to be installed.
Installations are planned to be complete at M24. Then, we will perform Site Acceptance Test
(SAT). SAT will be performed on real site, so there will be also a functional testing involved.
When complete, integrated GOFLEX solution will start trial operations.

Based on information, gathered in integration and trial operation, specific solutions may re-
quire adaptations and redesign. If those changes are major, specific solution shall redo the
SAT when new version is available.
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WP6 will prepare more detailed FAT and SAT evaluation criteria. We envision participation of
demonstration case managers at this definition.

10.2 Security

Each individual GOFLEX solution caters to security locally. These individual measures, which
assure that each building block is properly secured, may be one of the following:

e User authentication: should be used on systems which require user in-
teraction (XEMS, FOA, FMAN, FMAR).

e APl authentication: should be used for logging-in into specific service
where no HMI is involved (DOMS, Service platform).

e Secure tunnel: can be used for encrypting whole communication chan-
nel between two or more systems (FOA, FMAN).

e (PKI) encryption: can be used to encrypt specific files or data before
transmitting them over unsecure link. Same method can also be used
for validating the sender identity and message authenticity.

e Anonymization: before transmitting private data, system has to perform
some kind of anonymization, which removes the link between data and
private entity.

When integrating different solutions, it is vital to assure that we do not compromise security
in any way. When data is leaving the system, it must be secured using appropriate measures.
Nevertheless, security measures must not limit the integration or compromise the availability
of some systems. We must select correct measures in order to remain functional. Data ex-
change table in Chapter 7 provides insight into data protection. It is a starting point for defin-
ing the data protection plan.

Besides the information security described above, GOFLEX must also cater to physical security.
Systems that are installed at prosumers (xEMS, FOA) must be sufficiently physically protected
if possible:

e Installation within electrical cabinet

e Locked electrical cabinet

e [nstallation within secure room with controlled access (key card, code)
e Redundant power supply

e Redundant connectivity options
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11 Demonstration cases

This chapter provides a high-level architecture of three demonstration sites. Schematics in-
clude all components that will be used within GOFLEX project. Those schematics are the basis
for defining components interconnections and co-dependency. They also depict number of
different classes of prosumers that are planned for each demonstration case.

Schematics are a starting point for detailed installations and integration projects.
Protocols depicted on high-level architecture schematics:
P1 Communication protocol between FOA and underlying xEMS (see also 7.2.3)
P2  FlexOffer protocol (see also 7.2.5)
P3 DMS sensory data (see also 8.4)

P4 Internal cloud communication between DOMS and Service platform
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11.1 Cyprus case architecture
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11.2 Swiss case architecture

Valais
Emulation of BRP: ESR

8-PRD-001
230 needed

8-PRE-001
15 needed

8-PRE-CD-001
5 needed

Xy

M

EV CDEMS

CloudIO Server
(not part of GOFLEX)

Home IO device
with relays and
meters

FOA

obotina HEM3S

FOAS
(230)

ATP Server (@ ESR

DOMS Server

Service platform

IBM Cloud

[All FOAs]

I

|

I
! |
[ 1
1 xd |
! I
[ 1
| sMm I

I
[ 1
! |

Public data l ; I

Public Databases
(e.g. Weather, electricity prices)

MOTT Client
SW upgrade

DMS Server @ ESR

(existing)
Smart meter -
Substation grid
data for all e
prosumers




Generalized Operational FLEXibility for Integrating Renewables in the . =/ FLEX
Distribution Grid (GOFLEX) A

11.3 German case architecture
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12 Impact indicators

12.1 EU based companies will be able to deliver adequate competitive product
and services on the market in 2-5 years after the end of the project

GOFLEX partners committed to keep all three demonstration cases operational even after the
end of the project, subject to an appropriate agreement. This can be seen as the first step
towards market launch, as the WP2, WP3, WP4 and WP5 companies will utilize working cases

as show-case for marketing GOFLEX products.

12.2 Demonstrated solutions have the potential to be scaled (if needed) and

replicated

Three selected demonstration sites offer several distinctly different aspects of electricity sys-
tems. Therefore, replication is already built into GOFLEX system. We aim to include every rea-
sonable encountered prosumer and process, which gives the project replication component.
To support scalability and replicability, several approaches were identified:

e Use of standard protocols and integration technologies

e Implementation of FlexOffer Agent to be able to include several types
of XxEMS systems and specific prosumer devices

o Cloud-based services for easier deployment and scalability
e Inclusion of end-users in the earlier stages of the project
Degree of potential for scalability and replication can be evaluated by:
e Counting the number of different prosumers on sites
e Counting the number of different devices / loads within prosumers
e Counting the number of different processes within prosumers
e Counting the number of different roles within electricity system

e Benchmarking the performance of specific crucial operations: aggrega-

tion, scheduling, forecasting

12.3 Integrated system impact indicators

WP6 will offer a structured way to integrate impact indicators from solution WPs (WP2, WP3,
WP4 and WP5). Each WP is responsible for defining the metric and implementing it into the
individual solutions. Each solution would then report those KPIs onto common GOFLEX impact

tracking system.
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Tracking system will offer:
e RESTful API for posting the KPI data
e Visualization and time plot
e Goal seek and alarming functionalities

Tracking system will be the same for all three demo sites, which will allow for comparison and
benchmarking across complete GOFLEX integrated system.

13 Implementation plan

WP6 will be in charge of integration of the individual solutions into integrated GOFLEX solu-
tion. As project defines several levels of solution prototypes, WP6 aims to support the activi-
ties across all development cycles.

13.1 Prototype

In prototype development of solutions, WP6 will coordinate the interaction part of solutions
— interfaces. Each individual solution will implement required functionalities separately. WP6
will assure, that prototypes will be able to communicate between each other once the inte-
gration starts.

We will prepare conceptual design of GOFLEX system, which will be the matrix for integration
process. It will also serve as a validation tool for individual solutions to check & validate. Con-
ceptual design will also induce additional requirements on specific solutions, especially for
integration with other individual solutions.

13.2 Full version

Once the prototype versions of individual solutions are ready, WP6 will coordinate the inte-
gration of those prototypes into first integrated prototype of GOFLEX system. Full version will
be built on prototype versions of individual solutions, with fixed bugs and reflecting the up-
dated requirements.

Some of the functionalities will not be available on full version of the integrated system, es-
pecially those linked to demo sites. We aim to simulate missing functionalities in order to ef-
ficiently integrate the system.

We will perform Factory Acceptance Test (FAT) on full version of GOFLEX integrated system.
FAT will be performed at solution providers’ locations.
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13.3 Final version

Once GOFLEX integrated system passes the FAT, we will start the installation procedures on
demo sites. The installation on demo sites will install the full versions of solutions that will
later be updated to final versions. Installation and integration can also induce revisions of so-

lutions.

Site Acceptance Tests (SAT) will be performed at each demo location. WP6 will provide inte-

gration tests for integrated system validation.

14 Conclusion

WP6 is responsible for oversight of integration process across all three demonstration sites.
This document describes first steps towards integrated solution. It will iteratively grow and
become more detailed, reflecting specific details from demonstration sites.

One of the key aspects of GOFLEX project is to deliver integrated solution, capable of solving
problems on different sites, prosumers, systems and legal constraints. Since the integration
process is in the hands of demonstration case managers, it is vital for WP6 to maintain overall
integration concept. By constantly reflecting the overarching architecture and interfaces, we
aim to support integration process from individual block development, integrated prototypes,
site installation, and recursive cycles to final integrated prototype. We shall evaluate our pro-
gress using standardized tests like Factory Acceptance Test and Site Acceptance Test, which
will assure successful integration and trial operation of GOFLEX integrated solution.
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